
Overview of privacy-sensitive data 
 
Over 530,000 unique email addresses were found on the server where the data leak occurred. At least 95% of the cases 
concerned general personal data such as names, addresses, places of residence, email addresses and telephone 
numbers. In 2% of the possibly affected cases, it concerns data that require further investigation. About 3% of the 
potentially affected data involved more privacy-sensitive data. Below is a breakdown of this latter category.   
  
Data  Number of cases   Description  
Passport or ID number   183  Participants in a running event organized abroad by HAN for 

its employees were asked to provide their passport 
number. This concerned participation in the 2015-2017 
period.  
This group was already informed by HAN on 29 September.   
  

Non-encrypted passwords  
  

4381  The server held non-encrypted passwords of online HAN 
environments that have not been used since 2018. These 
people were already informed by HAN on 8 September.   
  

Encrypted passwords  
  

5194  The server held encrypted passwords of online HAN 
environments that have not been used since 2019.   
  

BSN numbers / treatment relationship  407  Participants in a study were offered compensation for their 
participation. To prevent this compensation from being 
regarded as income for the participants, this was reported 
to the tax authorities and a BSN was required. Participants 
in this study were also asked to give the name of a 
practitioner. This could be interpreted as a treatment 
relationship. These data are from 2012-2013.   
  

Registration of a disability  
  

2087  Since 2017 students and prospective students can register 
any disabilities they have so their disabilities can be taken 
into account during their studies.  
  

Registration of study delay  
  

1418  This concerns the registration of reasons why students 
encountered a study delay, which they could register in the 
2017-2019 period via a form on han.nl.   
  

Language support  
  

117  In 2015, students could sign up for language support.    
  
  

Political preference  152  In a 2011 survey conducted by the former student magazine 
Sensor, participants were asked for their political 
preferences.    
  

Curriculum Vitae  825   
  

CVs could be uploaded for a matching website for students 
and employers. These CVs are from the 2009-2019 period  
  

Native language  
  

2  Participants receiving language support were asked about 
their native language. In 2017 (1x) and 2018 (1x).   
  
  

Total sensitive personal data  14,766  
  

  

  
  
  
  
  
 


